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	See Appendix A
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[bookmark: _Toc193289967]IT Password Policy
1. [bookmark: _Toc509994129][bookmark: _Toc193289968]Introduction
This document forms part of the Information Security Management System that is maintained by NHS South, Central and West Commissioning Support Unit (SCW) on behalf of Bristol, North Somerset and South Gloucestershire Integrated Care Board (BNSSG ICB).  This Policy sets out the ICBs standard for Password Management.

This document provides detailed policies that govern the usage of passwords. The standards outlined in this policy represent the minimum level of security that must be applied; more stringent policies and settings may be applied if deemed appropriate.
[bookmark: _Toc126760676]
[bookmark: _Toc193289969]1.2	The Information Security Management System (ISMS)
The objective of the ISMS is to define a coherent set of policies, standards and architectures that:-

· Set out the governance of IT security.
· Provide high level policy statements on the requirements for managing IT security.
· Define the roles and responsibilities for implementing the IT security policy.
· Identify key standards, processes and procedures to support the policy.
· Define security architectures that encapsulate the policy and support the delivery of secure IT services.
[bookmark: _Toc193289970]1.3	BNSSG ICB Values
[bookmark: _Toc508611230]This policy supports the ICBs position regarding ensuring compliance with data protection legislation and information security standards this demonstrates the ICB striving for excellence and to doing the right thing with regard to how confidential information is and secured.
2. [bookmark: _Toc193289971]Purpose and scope
Passwords are used along with usernames or other user identifiers (accounts) to authenticate the identity of an account used to access systems/apps or data. In conjunction with access management policies and procedures, this is a key mechanism for protecting the confidentiality, integrity and availability of data. The purpose of this document is to clearly outline the standards required around the use of passwords within the ICB.  It applies to all workers in the ICB who are issued with ICT equipment.  Further details on scope are included in section 6.
3. [bookmark: _Toc193289972]Duties – legal framework for this policy
The legal framework on which this acceptable use policy and other related information security policies are based is as follows: 

· UK General Data Protection Regulation 2016/679 (UK GDPR) 
· Data Protection Act (DPA) 2018  
· Law Enforcement Directive (Directive (EU) 2016/680) (LED) and any applicable national Laws, implementing them as amended from time to time   
· In addition, consideration will also be given to all applicable Law concerning privacy, confidentiality and the processing and sharing of personal data including: 
· Human Rights Act 1998 
· Health and Social Care Act 2012 as amended by the Health and Social Care (Safety and Quality) Act 2015 
· Common Law Duty of Confidentiality 
· Privacy and Electronic Communications (EC Directive) Regulations 
· The Security of Network & Information Systems Regulation (NIS Regulations) 2018
· Computer Misuse Act 1990 and as amended by the Police and Justice Act 2006 (Computer Misuse) 
· Copyright, Designs and Patents Act 1998 
· Regulation of Investigatory Powers Act 2000
· Electronic Communications Act 2000
· Freedom of Information Act 2000
· Other relevant Health and Social Care Acts
· Access to Health Records Act 1990
· Fraud Act 2006 
· Criminal Justice and Immigration Act 2008
· Equality Act 2010
· Terrorism Act 2006 
· Malicious Communications Act 1988
· Digital Economy Act 2010 and 2017
· Counterterrorism and Security Act 2015
· Bribery Act 2010
4. [bookmark: _Toc193289973]Responsibilities and Accountabilities

Executive Management Team 
It is the role of the ICB Executive Management Team to define the ICB policy in respect of Information Governance, considering legislative and NHS requirements. The Executive Management Team is also responsible for ensuring that sufficient resources are provided to support the requirements of this policy.

BNSSG Information Governance Group (IGG)
The Information Governance Group (IGG) oversees and provides leadership within BNSSG ICB for Information Governance (IG), ensuring that it complies with statutory responsibilities and fulfils the requirements of data protection legislation.

Chief Executive 
The ICB Chief Executive has overall responsibility for Information Governance within the organisation.  They are responsible for the management of the organisation and for ensuring appropriate mechanisms are in place to support service delivery and continuity. This includes assigning the role of SIRO and Caldicott Guardian roles.  


Senior Information Risk Owner (SIRO) 
The Senior Information Risk Owner for the ICB is a board member with allocated lead responsibility for the organisation’s information risks and provides the focus for management of information risk at executive management level. The SIRO will assign the role of DPO to a postholder.  The Chief Executive must receive assurances from the SIRO that information risk is being managed suitably and successfully throughout the ICB, and for any services contracted by the organisation. The Caldicott Guardian, the Data Protection Officer, the IG Manager (SCW), and the Information Asset Owners (IAOs) provide support to the SIRO.  The SCW Information Governance Manager will support the SIRO in fulfilling this role.  In the absence of the SIRO there is a Deputy SIRO assigned by the SIRO.

Caldicott Guardian 
The Caldicott Guardian is a member of the Executive Management Team and a senior health or social care professional with responsibility for promoting clinical governance or equivalent functions and advising on confidentiality issues. The Caldicott Guardian acting as the conscience of the organisation plays a key role in ensuring that the ICB satisfies the highest practical standards for handling patient/staff identifiable information. The Caldicott Guardian serves as part of a broader Caldicott function and is supported by the Data Protection Officer and SCW Information Governance Team. 

Data Protection Officer
When required the Data Protection Officer (DPO) will report directly to the ICB Board in matters relating to data protection assurance and compliance, without prior oversight by their line manager.  

The DPO will routinely report to the Information Governance Group with matters flowing to the Audit and Risk Committee as required

The DPO must ensure that their responsibilities are not influenced in anyway and should a potential conflict of interest arise report this to the highest management level.  They must give due regard to the risks associated with the processing of data undertaken by the organisation and work with the SIRO and Caldicott Guardian to achieve this.

The Data Protection Officer (DPO) is the person within the ICB that will ensure that Information Governance incidents which are likely to result in a risk to the rights and freedoms of individuals the ICO (Information Commissioner’s Office) is informed within 72 hours. They are also part of the Data Protection Impact Assessment (DPIA) process.

Directorate Information Governance Lead
The Directorate Information Governance Lead role is a senior member of staff who has been identified by the responsible director to represent a ICB Directorate and has responsibility for Directorate compliance to Information Governance processes.  This includes being a member of the ICB Information Governance Group and providing support for the requirements of the Data Protection and Security Toolkit and awareness of this policy.

Information Asset Owners (IAO)
The SIRO and Directorate Information Governance Lead is supported by Information Asset Owners (IAOs).  The role of the IAO is to understand what information is held, what is added and what is removed, who has access and why in their own area.  As a result, they are able to understand and address risks to the information assets they ‘own’ and to provide assurance to the SIRO that information risks within their areas of responsibilities are identified, recorded and that controls are in place to mitigate those risks. They will also investigate and take action on any potential breaches of the organisations policies and procedures and ensure that a Data Protection Impact Assessment (DPIA) is undertaken where appropriate.

Information Asset Administrators (IAA’s) 
Information Asset Administrators are required to support the IAO’s and SIRO who will work with the SCW Information Governance Team to ensure staff apply the data protection legislation and Caldicott Principles and Information Governance and IT Policies within daily working practices.

SCW Information Governance Manager 
The SCW Information Governance Team supports the ICB and is responsible for ensuring that the Information Governance programme is implemented throughout the organisation. The team is also responsible for the completion and annual submission of the Data Security and Protection Toolkit. The Information Governance Team will support the organisation in investigating Serious IG Incidents Requiring Investigation (SIRIs), offer advice and support for the organisation to comply with legislation, policies and protocols as per the Service Level Agreement.  

Management 
All managers are responsible for promoting good information governance within their team.  This includes ensuring that staff members complete relevant induction training and annual Data Security and Awareness training and awareness and compliance to this policy. Line Managers are responsible for undertaking the necessary steps when a team member leaves to address IG matters including the retrieval of equipment, changing of passwords, removal of leavers’ access from systems, and deletion of all emails and other ICB data from personal devices. 

All staff 
All staff have responsibility for complying with this policy and with Data Protection Legislation, organisational policies and for completing annual Data Security and Awareness training.
5. [bookmark: _Toc193289974]Definitions/explanations of terms used

	Information Security Management System (ISMS)
	An ISMS describes and demonstrates the organisations approach to information security and privacy.

	Encryption
	Converts information into an unreadable code to prevent unauthorised access.

	Encrypted password vault
	A password vault, manager or locker is a program that stores usernames and passwords for multiple applications securely, and in an encrypted format. 

	Multi Factor Authentication (MFA)
	An authentication method that requires the user to provide two or more verification factors to gain access to a resource such as an application, online account, or a VPN. MFA is a core component of a strong identity and access management (IAM) policy. Rather than just asking for a username and password, MFA requires one or more additional verification factors, which decreases the likelihood of a successful cyber attack.

	Privilege User/Account

	A privileged account is a login credential to a server, firewall, or another administrative account. Often, privileged accounts are referred to as admin accounts. 

	Hashed Format with Salting
	Password hash salting is when random data – a salt – is used as an additional input to a hash function that hashes a password. The goal of salting is to defend against dictionary attacks or attacks against hashed passwords using a rainbow table.

	Cyptographic

	Cryptography, or cryptology, is the practice and study of techniques for secure communication in the presence of adversarial behaviour. More generally, cryptography is about constructing and analysing protocols that prevent third parties or the public from reading private messages.





6. [bookmark: _Toc193289975]Details of the Password Policy 
[bookmark: _Toc126760679][bookmark: _Toc193289976]6.1	Policy Overview
The policy describes how users of BNSSG ICB supported systems must create and manage their passwords. This policy applies to all systems, including those which currently do not have an enforced password change process.  This policy applies to all passwords used to authenticate accounts used to access systems and data. Scope includes: 

· Window logon account
· NHSMail Account (N365)
· Passwords used to authenticate user accounts for all ICB systems (Example intranet, Cloud booking but not limited just to these)
· The use of multi-factor authentication (MFA) 
· Standards for creation of passwords including complexity requirements 
· Password reset requirements
[bookmark: _Toc126760680][bookmark: _Toc193289977]6.2	Policy Audience
This policy applies to all BNSSG ICB employees including temporary staff, sub-contractors, contractors, third parties and customers with access to BNSSG ICB information, information systems and services. In this document the audience described here will be referred to as users.
6.3 [bookmark: _Toc126760681][bookmark: _Toc193289978]Policy Detail

· Users must not share their password with anyone.
· Users should not write down their password.  If this is unavoidable, any passwords that are written down must be stored securely in a way that they could not be accessed by anyone other than the user themselves.  Passwords must never be visible in a place whether others can access them.
· Users must not disclose their password by any means.
· Users must choose a password that is not easily guessed by others, for example the following are not suitable –dictionary words, car makes, telephone & room numbers; forenames and surnames; common words e.g. colours, seasons, days, sports, beverages etc.; simple keyboard sequences e.g. qwerty; 12345, words associated with computers.  Some passwords to avoid e.g. pets name, favourite sports, password.
· BNSSG ICB logon passwords must be changed every 12 months. Where enforced changes are not present, the user should manually change the application password. It must not be a password that has been previously used.
· Passwords for user accounts must have a minimum of 12 characters.
· Users must ensure their BNSSG ICB password is different from any other passwords they use to access non-BNSSG ICB systems or devices.
· Users must ensure that password consists of a mix of at least 3 of the 
· following types of characters: 
· alpha (uppercase), 
· alpha (lowercase), 
· numeric characters and 
· special characters (i.e. punctuation). 
· Where a user has reason to believe that their password has been disclosed to others (compromised), they must change it immediately and must report this as a potential security incident with the IT Service Desk who will determine if any immediate action is required. The user should also report any information governance / security related incidents to their departmental information asset owner, who will decide as to whether the incident should be reported onto Datix. If logged on Datix, the ICB’s information governance (IG) team will investigate the incident.
· All users are responsible for reporting any suspected misuse of passwords.
· Systems must be configured to temporarily disable access to accounts where 6 incorrect passwords have been entered within a period of half an hour or less.
· Remember password functions, for example those available in web browsers, should not be used except where an IT approved password manager or single sign-on has been provided for use. See below for information on Browser Based Password Managers
· Where it is necessary to provide another person with a password because this is part of an approved process, for example transferring data that is encrypted using an approved encryption mechanism, this must be notified using secure communication channel.
· All passwords reset requests must follow an approved procedure for verifying the identity of the requester.  Passwords must only be reset on the request of the owner of the account once their identity has been validated.  A new password must be randomly generated if possible and conform to the minimum password standards in this policy. The account owner must be forced to change the password on first logon following password reset.
· For systems managed by SCW a secure notification mechanism will be established and included in standard operating procedures for notifying the end user of their new password.  
· New systems being developed must be capable of supporting the following standards:
· Support authentication of individual users
· The ability to enforce complexity requirements
· The ability to enforce automatic locking of accounts after 6 failed password entries
· For all systems developed and procured passwords must not be stored in clear text and must be stored using an approved cryptographic standard
· Not transmit password in clear text over the network
· Support for multifactor authentication mechanisms is mandated by NHS England

Browser Based Password Managers - Google and Microsoft Edge Password Managers offer end-to-end encryption (AES256) for data stored in its password manager as well as featuring breach detection, there are vulnerabilities, especially if devices are unlocked. 
 
Passwords on personal mobile phones - BNSSG supports the use by staff of their own personal mobiles so long as this does not compromise an individual’s safety.  In the event that a personal device is used, the individual must set a password to secure the device, and this password must be a minimum of 6 characters.  If the member of staff leaves the ICB they need to ensure that all emails and other data from the ICB is wiped from their device.

BNSSG will introduce an improvement plan to build on the current password policy. This plan will address evolving cybersecurity threats and ensure that the policy remains effective and up to date.

BNSSG staff members are be discouraged from using the same password across multiple accounts tor reduce exposure to vulnerabilities.

BNSSG staff members could utilise an additional tool to store passwords, we would advise this is a personal decision and should be taken up with our IT provider for recommended solutions.
 
7 [bookmark: _Toc193289979]Policy Non-Compliance 
[bookmark: _Toc508611233]Any breach of this policy could result in disciplinary action and possible regulatory action if information loss occurs.
[bookmark: _Toc508611234][bookmark: _Toc193289980]8	Training requirements
[bookmark: _Toc508611235]All staff are required to undertake mandatory data security awareness training.
[bookmark: _Toc193289981]9	Equality Impact Assessment 
See appendix A. 
[bookmark: _Toc508611236][bookmark: _Toc193289982]10	Implementation and Monitoring Compliance and Effectiveness

Reference the implementation plan in the appendix
[bookmark: _Toc508611237][bookmark: _Toc193289983]11	Countering Fraud, Bribery and Corruption 
[bookmark: _Toc508611238]The ICB is committed to reducing and preventing fraud, bribery and corruption in the NHS and ensuring that funds stolen by these means are put back into patient care. During the development of this policy document, we have given consideration to how fraud, bribery or corruption may occur in this area. We have ensured that our processes will assist in preventing, detecting and deterring fraud, bribery and corruption and considered what our responses to allegation of incidents of any such acts would be.
In the event that fraud, bribery or corruption is reasonably suspected, and in accordance with the Local Counter Fraud, Bribery and Corruption Policy, the ICB Team will refer the matter to the ICB’s Local Counter Fraud Specialist for investigation and reserve the right to prosecute where fraud, bribery or corruption is suspected to have taken place. In cases involving any type of loss (financial or other), the ICB will take action to recover those losses by working with law enforcement agencies and investigators in both criminal and/or civil courts. 

[bookmark: _Toc193289984]12	References, acknowledgements and associated documents

Password policy guide - example guide - NHS Digital
IT Policies - Self-Service Portal (topdesk.net)
[bookmark: _Toc508611239][bookmark: _Toc193289985]13	Appendices
[bookmark: _Toc508611240][bookmark: _Toc193289986]13.1	Equality Impact Assessment
[bookmark: _Toc508611241]



[bookmark: _Toc193289987][bookmark: _Toc508611231]13.2	Implementation Plan

	Target Group
	Implementation or Training objective
	Method
	Lead
	Target start date
	Target End date
	Resources Required

	Staff
	To have Policy available to staff
	To be published on the Hub
	Comms/IG
	Sept 2025
	Sept 2025 
	Comms Team


	Staff
	To ensure all staff are aware of the Policy
	To include in The Voice
	Comms/IG
	Sept 2025
	Sept 2025
	Comms Team

	Staff
	To ensure all staff are aware of the Policy
	To be sent to all DIGs, IAO/IAAs
	IG
	Sept 2025 
	Sept 2025
	N/A

	Executive Leadership Team
	To ensure awareness of the Policy
	Slides and presentation
	BNSSG Cyber Lead
	Sept 2025
	Sept 2025
	IG Consultant 
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Equality & Health Inequality Impact Assessment

Other documents required to complete the Equality & Health Inequality Impact Assessment:

e Equality & Health Inequality Impact Assessment Guidance
e Equality & Health Inequality Impact Assessment Resources

Please ensure you read the guidance and resources in full before attempting to complete this template.

Title of proposal: IT Password Policy Date: 30" December 2024

X Policy O Strategy [J Service O Function 0 Other (please state)

EHIA type: Screening EHIA x Full EHIA O HEAT in progress/ Has an EHIA been previously undertaken?
completed OJ Yes x No [

Is the policy under: Development (I Implementation [J Review x

Which groups will this service/proposal impact (e.g. patients, service users, carers/family, staff, general public, partner organisations)?

ICB Staff

Lead person(s) completing this assessment: Alison Gane
Lead person job title(s) and service area: South Central and West Commissioning Support Unit, Information Governance Consultant

Step 1: Outline

1.1 Briefly describe the proposal

Give a brief description of the context, purpose, aims and objectives of the proposal. Describe what services are currently being provided. Describe the intended outcomes
and benefits and who these might impact. Include whether it is a new proposal or change to an existing one and the key decision that will be informed by the EHIA (e.g.
whether or not to proceed with the proposal to publish an employee handbook)

To provide an up-to-date Policy in line with NHS England Information Policy and legislative requirements. The IT Password sets out the ICBs standard for Password
Management.

1 Iama Healthier Together Equality, Health Inequality Impact Assessment Template November 2022 v5 bnssg.htpmo@nhs.net
Shaping better health
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https://future.nhs.uk/HTBNSSGSTP/view?objectId=174954981

https://future.nhs.uk/HTBNSSGSTP/view?objectId=174954949



This document provides detailed policies that govern the usage of passwords. The standards outlined in this policy represent the minimum level of security that must be
applied; more stringent policies and settings may be applied if deemed appropriate.

Health inequalities (HI) are systematic, avoidable and unjust differences in health and wellbeing between different groups of people. Reducing health inequalities
improves life expectancy and reduces disability across the social gradient. What health inequalities have or might emerge and what actions can you take to reduce or
eliminate them? Include details of any evidence, research or data used to support your work, e.g. JSNA, ward data, meeting papers, NICE etc below. You can also
consider completing the HEAT tool to support summarising key issues, this can help to systematically evaluate HI:

Give details of any relevant patient experience data or engagement that supports your work and where there is significant impact and major change how have patients,
carers or members of the public been involved in shaping the proposal. Note, where the proposed change results in significant variation public consultation is required,
seek advice from your PPl team. If you have not undertaken any engagement, state how you will involve people with protected characteristics or vulnerable groups in
the project or explain why there is not likely to be any involvement.

Has the project/service ensured that they have/will comply with the Accessible Information Standards (AIS)? Yes or No

Describe how the project/service will ensure staff are in compliance and have a consistent approach to identifying, recording, flagging, sharing and meeting the
information and communication support needs of patients, service users, carers and parents, where those needs relate to a disability, impairment or sensory loss.
For more information on AIS please refer to and NHS England » Accessible Information Standard and AlS at NBT - YouTube.

We would ensure that the Policy conforms Accessible Information Standards as far as possible utilising best practice by using the accessibility checker built into Word to
check for any accessibility issues — following the guide: Video: Check the accessibility of your document - Microsoft Support. As well as specifying the document
language to assist screen readers in pronunciation via: Review > Language > Set Proofing Language and giving the document a meaningful title as well as a file name
via: File > Info > Properties > Advanced Properties to set the title.

People who do not have English as their first language — We use Microsoft office and other products and MS Word has built in translation functionality for many
languages

People who are visually impaired — We use Microsoft office and other products and MS Word has built in read aloud functionality

Other formats can be available like in PDF, easy read, etc and this can be requested through comms or by emailing alison.gane@nhs.net
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https://www.gov.uk/government/publications/health-equity-assessment-tool-heat

https://www.england.nhs.uk/about/equality/equality-hub/patient-equalities-programme/equality-frameworks-and-information-standards/accessibleinfo/

https://www.youtube.com/watch?v=7JwOy9rSGtw

https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fsupport.microsoft.com%2Fen-us%2Foffice%2Fvideo-check-the-accessibility-of-your-document-9d660cba-1fcd-45ad-a9d1-c4f4b5eb5b7d&data=05%7C02%7Ccollin.salandy%40nhs.net%7Cf2405c961cf54ae0eb3408dc386904d3%7C37c354b285b047f5b22207b48d774ee3%7C0%7C0%7C638447270897597209%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=zPCGO3gmb2lWilNI25j5hv9dB1LiIlszyVY2FxXFucs%3D&reserved=0



Step 2: Impact

2.1 Could the proposal have a positive or negative impact on any of the protected characteristic groups or other relevant groups?

Although some of your conclusions will be widely known and accepted (e.g. need for accessible information), your analysis should include evidence to support your
statements to aid the decision-maker — references and links to documents can be listed in section 4.1. Evidence might include insights from your engagement, focus groups,
stakeholder meeting notes, surveys, research paper, national directives, expert opinion etc. If there is insufficient evidence, state this and include an action to find out more in
the action plan in Step 3. In addition to having due regard for the Equality Act 2010 Public Sector Equality Duty to eliminate unlawful discrimination, advance equality and
foster good relationship between protected groups; you must also have due regard to the principles of the Armed Forces Act 2021 including regarding the unique obligations
and sacrifices they make, removing disadvantage and making special provision to ensure services and employment opportunities are accessible.

Positive Impact:

[0 Sex [0 Race x Disability O Religion & Belief O Sexual Orientation
O Age O Pregnancy & Maternity O Marriage & Civil Partnership | O Gender Reassignment O Armed Forces
x Other

health inequality (please state
below) (all protected
characteristics)

Provide a narrative about the benefits including benefits to any of the protected characteristic groups plus health inequality groups (such as digital exclusion). Also

include intersectional impact where possible here:

Applying the Policy will enable the protection of data including personal data which would include protected characteristics

Negative Impact

O Sex [0 Race X Disability O Religion & Belief O Sexual Orientation
O Age O Pregnancy & Maternity 0 Marriage and Civil 0 Gender Reassignment O Armed Forces
Partnership O Other
health inequality (please state
below)

Provide a narrative about the negative impact for any of the protected characteristic groups plus health inequality groups (such as digital exclusion). Also include
intersectional impact where possible here:

e As per the AIS section to include intersectionality like neurodiverse, language barriers and visual impairments.
e Digital exclusion for staff who may not have access to a laptop (or data/internet at home)
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(you can share further details and mitigations below in 2.2)

No Effect

Your policy might not have a positive or negative impact, or it might maintain a status quo — complete this section if ‘not applicable’

2.2 Outline any negative impacts of the proposal on people based on their protected characteristic or other relevant characteristic. Consider how you might
level the ‘playing field’ for all people
Protected Characteristic(s) | Details of negative impact (e.g. access to Identify any mitigations that would help to reduce or eliminate the
service, health outcome, experience, workforce | negative impact
exclusion)
Disability 1. As per the AIS section to include 1. Apply mitigations as per the stepl under Accessible Information
intersectionality like neurodiverse, language Standards (AIS)
barriers and visual impairments. 2. Have this framework available to download and in print format

2. Digital exclusion for staff/people who may
not have access to a laptop (or data at
home)

2.3 Outline any benefits of the proposal for people based on their protected or other relevant characteristics?

Outline any potential benefits of the proposal and how they can be maximised. Identify how the proposal will support our Public Sector Equality Duty to:

To eliminating discrimination, harassment and victimisation. Positive O |
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Negative
No effect
Please describe:
To advance equality of opportunity between people who share a protected characteristic and those who don’t Positive
Negative
No effect
Please describe:
To foster good relations between people who share a protected characteristic and those who don’t (e.g. does the project Positive
raise any issues for community cohesion, or linked to current topics that are contentious in society; will it affect relationships Negative
between any groups) N Gl
Please describe:
Step 3: Action Plan
3.1 What actions will you take to mitigate the negative impact outlined above?
Action Timeframe Success Measure Lead
AIS September 2024 Apply mitigations as above Alison Gane
Digital exclusion September 2024 Have printed copies and available to download Alison Gane
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3.2 How and when will you review the action plan (include specific dates)?

At yearly reviews of the EHIA: September 2025

Step 4: Impact

4.1 What are the main conclusions of this Equality & Health Inequality Impact Assessment?

Share a brief summary of the positive impact the project will make and any negative impact and mitigations, e.g. what steps you have been taken to improve accessibility, and
what recommendations you are making to the decision maker.

Explain how the EHIA has informed, influenced or changed the proposal and include a recommendation for the decision maker

Undertaking this EHIA has made us consider and has highlighted the impact on the disability protected characteristic and its intersectionality on the staff at BNSSG
ICB. This has then led to mitigations being put in place to allow equitable access of resources.

Select arecommended course of action:

Outcome 1: Proceed — no potential for unlawful discrimination or adverse impact or breach of human rights articles has been identified. E.g. proposal is O
not likely to have any detrimental impact on any group

Outcome 2: Proceed with adjustments to remove barriers identified for discrimination, advancement of equality of opportunity and fostering good relations X
or breach of human rights articles. E.g. arrangements put in place to produce a BSL video to promote changes to a service

Outcome 3: Continue despite having identified some potential for adverse impact or missed opportunity to advance equality and human rights (justification O
to be clearly set out). E.g. pilot benefits one neighbourhood due to funding restrictions

Outcome 4: Stop and rethink as actual or potential unlawful discrimination or breach of human rights articles has been identified. E.g. dress code policy
discriminates against people who practice particular religions; new service that proposes to detain patient but insufficient evidence of safeguarding or O
human rights considerations in place
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Step 5: Review

All Equality & Health Inequality Impact Assessments should be reviewed internally and obtain sign off to show an organisational commitment.

Reviewer’s Feedback (this document should be reviewed by an equality officer or trained project lead/senior manager)

Disability protected characteristic along with intersectionality identified and mitigations put in place to address these. Also identified that this Policy would broadly come
under Domain 2. As such, this is fine to approve.

Equality Officer Name:

Equality and Inclusion Team Signature:

Date:
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Equality Delivery System 2022

Equality, Diversity & Inclusion is an evidence-based practice, Healthier Together partners are committed to demonstrating how we have taken steps to improve patient and
service user access, experience and outcomes and how we have created an inclusive working environment for our staff, including supporting our workforce to have healthy
and fulfilled lives. Please indicate which Domain your project will deliver against:

Domain 1 — Commissioned & Provided services

1A: People can readily access the service.

e 1B: Individual people’s health needs are met

1C: When people use the service, they are free from harm.
1D:People report positive experiences of the service.

Domain 2 — Workforce health and wellbeing

o 2A: When at work, staff are provided with support to promote healthy lifestyles and manage their long term conditions

e 2B: When at work, staff are free from abuse, harassment, bullying and physical violence from any source.

e 2C: Staff have access to independent support and advice when suffering from stress, abuse, bullying harassment and physical violence from any source (response to
Covid-19)

o 2D: Staff recommend the organisation as a place to work

Domain 3 — Inclusive Leadership

e 3A: Board members and senior leaders (Band 9 and VSM) routinely demonstrate their commitment to equality.
e 3B: Board/Committee papers (including minutes) identify equality related impacts and risks and how they will be mitigated and managed
e 3C: Board members, system and senior leaders (Band 9 and VSM) ensure levers are in place to manage performance and monitor progress with staff and patients

This would broadly fit under Domain 2
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